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Abstract

The issues concerning children’s use of the Internet were investigated.  While the benefits of the Internet to children’s learning and development were clear, there were also problems associated with its use.  Areas of concern were harassment and predatorial pedophiles in chat rooms, inappropriate access to pornography, and the covert gathering of personal information from children without parental notification.  Solutions investigated included governmental regulation, censorship via filtering software, and adult supervised guidelines laid out in Acceptable Use Policies.  All areas of concern were found to be valid.  While none of the solutions was found to be totally effective alone, the use of these in corroboration with each other was deemed adequate in protecting children.
Children and the Internet

“The Internet is an incredibly powerful medium for freedom of speech and freedom of expression that should be protected.  It is the biggest change in human communications since the printing press, and is being used to educate our children, promote electronic commerce, provide valuable health care information, and allow citizens to keep in touch with their government.  But there is material on the Internet that is clearly inappropriate for children.  (Clinton, 1996)

The children of today are growing up in a very different world than their parents did.  Technology is changing the world at a dizzying pace. The Internet, a network of linked computers which store and share information, has grown at an amazing pace.  Computers have entered almost every portion of our lives including entertainment, news, communication, business, and education.   The Internet has opened up the possibility that every aspect of daily life can be lived out or at least supplemented via the “information superhighway.”  The wealth of information available on the Internet is changing the paradigm of how children learn.  Instead of a teacher who gives students information gleaned from a single textbook, teachers and students explore topics together using the thousands (sometimes millions!) of sources of information available on the Internet.  The paradigm of the “all-knowing” teacher dictating information to the “unknowing” pupil has changed irrevocably.  The Internet makes very clear to student and teacher that the information available on any subject is far too vast to be found in a single textbook (or a single teacher).  The teacher’s position is becoming that of a guide to help the students explore information rather than a quasi-omniscient dispenser of knowledge.

In a student’s private life the Internet has become a source of entertainment as well as knowledge.  Web sites for children offer all sorts of information, activities, and games centered around their interests, whether those are cartoons or rock stars.  Chat rooms have become places where kids go to “hang-out” and talk about everything from TV shows to celebrities, to dating.  Free digital-quality music is available to download.  The entertainment possibilities are enormous and getting larger every day.  

It has been my experience that teachers are given this tool with very little training and do not realize what the issues surrounding this technology are.  The purpose of this research is to examine this tool we call the Internet and find out how it applies to the world of the students I teach.  This paper will discuss the problems associated with the Internet focusing on chat rooms, adult entertainment, and privacy and will also look at possible solutions offered through legislation, filtering software, and Acceptable Use Policies.

Concerns:  Chat Rooms

Internet Relay Chat, or IRC, enables a number of individuals to interact with one another in real-time by typing messages onto their keyboards more or less simultaneously.  Conversations take place via IRC “channels.”  Chat rooms are very popular with children, but they are also the source of many problems.  Among these potential problems are:  profanity, asking for personal information such as name, address, phone number, and e-mail address, inappropriate advances, and adults visiting chat rooms set aside for children

Concerns:  Adult Entertainment

Pornography exists on the Internet.  There is everything from the mildest swimsuit calendar photos to the raunchiest bestiality.  A Go.com Internet search using “sex photos” as the query resulted in 12,091,284 web site links.  Any child curious about sex with unfettered access to the Internet can learn more from testing these links than from any number of “Playboy” or “Hustler” magazines.  

Most web sites ask visitors to agree to a statement verifying that they are of legal age and are not violating any laws by viewing the materials about to be shown.  If the visitor chooses to agree they enter the site.  On this page are usually several pictures of nude women, nude men, and various combinations of the sexes along with a request that the visitor “join” the site, which would mean giving out personal information as well as a fee via a credit card. There often is a “preview button” which contains a sampling of what they’ll get when they become members.  

Problems associated with children seeing this type of material include the loss of childhood innocence and a twisted sense of reality.  It would be troubling for a child to assume that these deviant behaviors are “normal” and thus expect this from girlfriends/boyfriends at a young age.  

Concerns:  Privacy
Most web sites on the Internet exist to make money, either by offering products or services for sale, or by advertising products available at local retailers.  Advertising exists in some form on almost every web site, if not in the text of the site, then in graphics placed around the borders of the site.  Advertisers with products geared towards children are increasingly creating web sites with games, activities, and contests to lure children in and then ask them to fill out “free registration forms” to access these diversions.  “When web sites learn children’s names, ages, and favorite toys, they can pitch customized electronic mail messages to them, perhaps sent by well-known cartoon characters and celebrities.  Imagine the thrill children experience when receiving e-mail messages from their fictional heroes.” (Privacy Rights Clearinghouse, 1998)

Another threat to privacy online is “cookies.”  These are small text files that a web site stores on the hard drive of a visitor’s computer often without the visitor’s knowledge.   These cookies reports back to the site which placed it to discover how a visitor travels through web sites and how often they visit.  

Solutions:  Legislation

The government has been searching for a way to regulate what is on the Internet for many years.  One broad and aggressive legislation aimed at the Internet was the Communications Decency Act (CDA) signed into law in February 1996. The CDA was a sweeping indictment of all that was or could be bad with any telecommunications.  It dealt with everything from prank phone calls to annoying comments posted on the Internet.  Immediately after the bill was signed into law, dozens of plaintiffs filed suit against the Attorney General of the United States and the Department of Justice, demanding that the law be repealed because it was unconstitutional.  A U.S. District Court halted the implementation of the law and the matter made its way to the Supreme Court for a decision, where it was found to be unconstitutional on the grounds that it was too vague.

In December 2000, Congress passed the Children’s Internet

Protection Act and the Neighborhood Children’s Internet Protection Act.  These acts state that schools and libraries have to have set policies for Internet usage and use Internet filters on all computers with Internet access.  (Bocher, 2002)  In exchange for compliance with these acts, schools and libraries would qualify for discounted Internet access and infrastructure.   On May 31, 2002, the federal district court in Philadelphia declared the Children’s Internet Protection Act unconstitutional.  It is currently being appealed to the U.S. Supreme Court.  

Solutions:  Filters

Filters are software programs which are set in place either at the site of a network server (a main computer which provides access to the internet and other programs to linked computers) or on the hard drive of a personal computer.  Filters block a computer user from accessing a web site that it has been programmed to find objectionable.  These filters can screen web addresses and descriptions for words deemed obscene or improper or it may rely on a list of web sites that have been surveyed and found to be objectionable.  

Solutions:  Acceptable Use Polices

Acceptable Use Policies (AUPs) are agreements entered into by the user of the internet (child/student) and the supervisor of Internet use (parent/teacher).  They are rules which are created to make the children actively involved in protecting themselves while on the Internet.  Many of the rules in AUPs mirror what parents teach their children in everyday life:  don’t talk to strangers, don’t give out your phone number indiscriminately, obey the law, etc.  AUPs require the involvement of an adult who supervises and supports the child’s Internet journeys.  Whether a filter is utilized as a technological backup or not, an effective AUP goes a long way to protect children online by helping the children make informed decisions about what is proper or improper for them to do online.  

Solutions:  Managed Internet Use


In a school setting, the teacher can perform a very important role in insuring the online safety of students as well as making efficient use of the time spent online.  This managed Internet use requires that teachers do research on the topics to be covered and find web sites or other resources that allow students to explore the topic.  These web sites or resources are then presented to the students as the sites that they will visit, either through a web based list of Internet addresses, known as a HotList, or through a web quest, which will include all the parameters for a project, including these sources of information.  By doing the research beforehand, the teacher minimizes student time off task and the possibility of students wandering into inappropriate areas of the Internet.

Conclusions

The influx of Internet technology into the classroom is one of the most exciting and one of the most intimidating tasks facing today’s teachers.  Children have access to millions of web sites, which contain information derived from all parts of the human experience.  Clearly there are potential dangers lurking on the Internet.  Chat lines which harbor potential sexual predators, adult sites coaxing visitors with pornography, and advertisers 

collecting personal information from unsuspecting children all pose very real threats.  The solutions presented work very well in tandem, but there is no one solution which would work for all children and all situations.  While the government has tried repeatedly to legislate ethical and legal standards of conduct on the Internet, it has been impossible to fully protect children in this manner while surviving constitutional challenges.  Filters are a good technological means of keeping inappropriate material away from children, but they are imperfect.   Acceptable Use Policies are good ways of controlling children’s behavior on the Internet by putting the responsibility for the student’s online conduct on the student.  Managed Internet usage is a wonderful way of increasing efficiency as well as insuring online safety.  

The Internet has caused a revolution in the process of information gathering.  As teachers and parents grow accustomed to this new technology, they must come up with new and creative ways to incorporate these into their curriculum in a way which insures the safety of the student and the propriety of the available information while not hampering the student’s ability to acquire and decipher all types of knowledge. 

Personal Reflection

Through this research I have learned a great deal.  The potential threats to students are real and cannot be ignored.  The solutions are varied and the best way to protect students lies in using the best portions of each.  I am very happy to have had the opportunity to investigate the regulation of the Internet.  I feel that I have acquired a substantial amount of knowledge and will make more informed contributions in the future when dealing with children and the Internet.
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